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>

Stakeholder
Engagement

O QO

CISA’s Stakeholder Engagement Division builds and
maintains national and international partnherships and
engagements while serving as the hub for the shared
stakeholder information that advances unified risk
reduction efforts.

HOW CISA IS CARRYING
OUT ITS STAKEHOLDER
ENGAGEMENT MISSION:

>

Plan and Implement
Collaboratively Stakeholder
Engagements and
Partnership Activities to
Advance a Unified Mission
Delivery

Use Stakeholder Insights

and Feedback to Inform CISA
Product Development and
Mission Delivery

Ensure Stakeholders
Have Easy Access to CISA
Programs, Products,
Services, and Information



Presenter Notes
Presentation Notes
The Stakeholder Engagement Division (SED) is at the forefront of CISA’s efforts to build collaborative, trusted, and sustained partnerships with government, industry, academic, international, and non-profit stakeholders. We apply the full suite of CISA’s convening authorities and relationship management capabilities to expand and mature partnerships and to grow CISA’s influence and impact across the cybersecurity, infrastructure security, and emergency communications domains. 
SED leads cross-agency efforts that give our partners a voice in how CISA supports them, including by providing opportunities for partner input and feedback that helps us understand their risks and needs, and improves the delivery of CISA’s products, services, resources, and information. In all of our work, we continuously seek opportunities to drive meaningful and measurable outcomes, and to reinforce the value of collaboration in improving our collective security.
CISA coordinates the national effort to secure and protect against risks to critical infrastructure in three distinct but interrelated ways: serving as National Coordinator, serving as the Sector Risk Management Agency or SRMA for its assigned 8 sectors, and serving as a force multiplier for the 8 SRMAs led by other departments and agencies. The capabilities enabling CISA to conduct these activities are housed across the agency. This work is centered in SED.
CISA ensures a unified approach to risk management that addresses the full spectrum of risks to critical infrastructure and the corresponding critical functions. And I’ll discuss that more in a moment. 
CISA facilitates collaborative efforts with public and private stakeholders and provide subject-matter expertise to coordinate critical infrastructure security and resilience efforts at the national and regional levels through sector-specific, cross-sector, and advisory councils. Through the partnership, we develop sector-specific products and services (such as training) to help critical infrastructure owners and operators to make risk-informed decisions and build capacity.
*****For instance, the agency oversees and manages numerous Partnership and Advisory Councils, including the recently established CISA Cybersecurity Advisory Committee and the Cyber Safety Review Board. These councils are just one example of our public private partnership work, and they ensure that CISA directly engages subject matter experts to collaboratively address high priority issues, resulting in new products and services that help critical infrastructure stakeholders raise the nation’s security baseline.
Additionally, CISA manages National Association Partnerships to give voice to diverse industry and state, local, tribal, and territorial stakeholder groups and manages programs supporting those stakeholders, including the new State and Local Cybersecurity Grant Program administered in partnership with Federal Emergency Management Agency. 
Working with foreign partners we build CISA’s capacity and strengthens our ability to globally defend against cyber incidents, enhance the security and resilience of critical infrastructure, identify and address the most significant risks to the national critical functions, and provide seamless and secure emergency communications.
To build and expand our work abroad, we facilitate national and international public-private partnerships and partner outreach. SED advances its international partnerships and engagements through operational cooperation, building partner capacity, strengthening collaboration through stakeholder engagement and outreach, and shaping the global policy ecosystem.
 
“Next Slide”



Sector Risk Management Agencies

The SRMAs:

Coordinate and collaborate with DHS and other relevant Federal departments and agencies,
with critical infrastructure owners and operators, where appropriate with independent
regulatory agencies, and with SLTT entities, as appropriate, to implement PPD-21.

Serve as a day-to-day Federal interface for the dynamic prioritization, collaboration, and
coordination of sector-specific activities.

Carry out incident management responsibilities consistent with statutory authority and other
appropriate policies, directives, or regulations.

Provide, support, or facilitate technical assistance and consultations for that sector to identify
vulnerabilities and help mitigate incidents, as appropriate.

Support the Secretary of Homeland Security’s statutory reporting requirements by providing,
on an annual basis, sector-specific critical infrastructure information.

Jana Spring & David Lee
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Presenter Notes
Presentation Notes
The Sector Management subdivision within SED manages CISA’s relationships with the public and private owners and operators responsible for the vast array of critical infrastructure supporting our economy and communities.
Sector Management facilitates the CISA Director’s National Coordinator Role by performing the Sector Risk Management Agency (SRMA) function for eight of the 16 critical infrastructure sectors.


Critical Infrastructure

Information Nuclear Reactors, Defense Industrial Ener
Technology Materials, & Waste Base 9y

/ Food & Agriculture

< Government Services

\ & Facilities
Healthcare & Public
Health

Water & Wastewater Transportation
Systems

Jana Spring & David Lee
April 17, 2025
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Cl Sectors — CISA Managed

Chemical Sector

Several hundred thousand U.S. chemical facilities use, manufacture, store, transport, or deliver
potentially dangerous chemicals on which other critical infrastructure sectors rely, along a
complex, global supply chain. ChemicalSector@mail.cisa.dhs.gov

Commercial Facilities Sector

Includes a wide range of sites that draw large crowds of people for shopping, business,
entertainment, or lodging and operate on the principle of open public access, meaning that the
general public can move freely without the deterrent of highly visible security barriers.
CommercialFacilitiesSector@mail.cisa.dhs.gov

Jana Spring & David Lee
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Presenter Notes
Presentation Notes
The Chemical Sector is made up of four distinct components, each of which has distinct characteristics, growth dynamics, markets, new developments, and issues: Basic chemicals, Specialty chemicals, Agricultural chemicals, and Consumer products.

The Commercial Facilities Sector consists of eight subsectors: Entertainment and Media (e.g., motion picture studios, broadcast media), Gaming (e.g., casinos), Lodging (e.g., hotels, motels, conference centers, RV parks and campgrounds), Outdoor Events (e.g., theme and amusement parks, fairs, parades, exhibitions, parks, marathons), Public Assembly (e.g., arenas, stadiums, aquariums, zoos, museums, convention centers), Real Estate (e.g., office and apartment buildings, condominiums, mixed use facilities, self-storage), Retail (e.g., retail centers and districts, shopping malls), and Sports Leagues (e.g., professional sports leagues and federations).
The Communications Sector includes five component areas: Broadcast, Cable, Satellite, Wireless, and Wireline.

https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/chemical-sector
mailto:ChemicalSector@mail.cisa.dhs.gov
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/commercial-facilities-sector
mailto:CommercialFacilitiesSector@mail.cisa.dhs.gov

Cl Sectors — CISA Managed

Communications Sector

Provides products and services that support the efficient operation of today’s global information-
based society. CommunicationsSector@mail.cisa.dhs.gov

Critical Manufacturing Sector

Comprises manufacturing that is crucial to the economic prosperity and continuity of the United
States. Processes raw materials and primary metals, produces engines, turbines, and power
transmission equipment; produces electrical equipment and components; and manufactures
cars, trucks, commercial ships, aircraft, rail cars, and their supporting components.
CriticalManufacturingSector@mail.cisa.dhs.gov

Jana Spring & David Lee
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Presentation Notes
The Communications Sector includes five component areas that have similar functions and operations, thereby representing the access segments: Broadcast, Cable, Satellite, Wireless, and Wireline.

The Critical Manufacturing Sector identified several industries to serve as the core of the sector: Primary Metals Manufacturing; Machinery Manufacturing; Electrical Equipment, Appliance, and Component Manufacturing; and Transportation Equipment Manufacturing.

https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/communications-sector
mailto:CommunicationsSector@mail.cisa.dhs.gov
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/critical-manufacturing-sector
mailto:CriticalManufacturingSector@mail.cisa.dhs.gov

Cl Sectors — CISA Managed

Dams Sector

Delivers critical water retention and control services in the United States, including hydroelectric
power generation, municipal and industrial water supplies, agricultural irrigation, sediment and
flood control, river navigation for inland bulk shipping, industrial waste management, and
recreation. DamsSector@mail.cisa.dhs.gov

Information Technology Sector

Virtual and distributed functions produce and provide hardware, software, and information
technology systems and services, and—in collaboration with the Communications Sector—the

Internet. ITSector@mail.cisa.dhs.gov

Jana Spring & David Lee 8
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Presenter Notes
Presentation Notes
The Dams Sector comprises dam projects, navigation locks, levees, hurricane barriers, mine tailings impoundments, and other similar water retention and control facilities.

The IT Sector’s six critical functions provide: IT products and services; incident management capabilities; domain name resolution services; identity management and associated trust support services; Internet-based content, information, and communications services; and Internet routing, access, and connection services.

https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/dams-sector
mailto:DamsSector@mail.cisa.dhs.gov
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/information-technology-sector
mailto:ITSector@mail.cisa.dhs.gov

Cl Sectors — CISA Managed

Nuclear Reactors, Materials, and Waste Sector

From the power reactors that provide electricity to millions of Americans, to the medical isotopes
used to treat cancer patients, the Nuclear Reactors, Materials, and Waste Sector covers most
aspects of America’s civilian nuclear infrastructure. NuclearSector@mail.cisa.dhs.gov

Emergency Services Sector

The Emergency Services Sector (ESS) maintains public safety and security, performs lifesaving
operations, protects property and the environment, and assists communities impacted by
disasters and provides a wide range of prevention, protection, mitigation, response, and
recovery activities. The ESS is geographically distributed across every jurisdiction in the Nation
at the federal, state, local, tribal, and territorial levels of government, as well as private-sector
resources. EmergencyServicesSector@mail.cisa.dhs.gov

Jana Spring & David Lee
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Presenter Notes
Presentation Notes
The Nuclear Reactors, Materials, and Waste Sector includes the Nation’s 99 commercial nuclear power plants; 31 research, training, and test reactors (RTTRs); 8 active fuel cycle facilities; waste management; and 18 power reactors and 6 fuel cycle facilities that are decommissioning or inactive. It also includes the transport, storage, use, and safe disposal of more than 3 million packages of radioactive or nuclear materials and waste annually

https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/nuclear-reactors-materials-and-waste-sector
mailto:NuclearSector@mail.cisa.dhs.gov
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/emergency-services-sector
mailto:EmergencyServicesSector@mail.cisa.dhs.gov

Emergency Services Subsectors

Emergency Management is an essential government service whose purpose
IS to apply resources and efforts to mitigate, prevent when possible, protect
where feasible, and to respond and recover from all threats and hazards that
impact the safety and security of the nation.

Emergency Medical Services, commonly known as EMS, is a system that
provides pre-hospital, emergency medical care for serious illness or injury and
IS a system of coordinated response and victim transport.

Jana Spring & David Lee

April 17, 2025 10




Emergency Services Subsectors

Fire and Rescue Services respond to natural disasters, such as earthquakes,
floods, tornadoes, and hurricanes, as well as to man-made catastrophes, such
as hazmat spills, arson, and terrorism, and perform fire suppression, fire
prevention, hazardous materials control, emergency rescue, building code
enforcement, and public fire safety education.

Law Enforcement is responsible for enforcing laws, maintaining public order,
and managing public safety. The primary duties of law enforcement include the
iInvestigation, apprehension, and detention of individuals suspected of criminal
offenses.

Jana Spring & David Lee
April 17, 2025
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Emergency Services Subsectors

Public Works provides and sustains structures and services essential to the
welfare and acceptable quality of life for the public, including providing water,
power, waste disposal, and transportation.

Jana Spring & David Lee

April 17, 2025 12




Cl Sectors — Non-CISA Managed

The Defense Industrial Base Sector is the worldwide industrial complex that
enables research and development, as well as design, production, delivery, and
maintenance of military weapons systems, subsystems, and components or
parts, to meet U.S. military requirements. Department of Defense

The Energy Sector protects a multifaceted web of electricity, oil, and natural
gas resources and assets to maintain steady energy supplies and ensure the
overall health and wellness of the nation. Department of Energy

Jana Spring & David Lee

April 17, 2025 13
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Presentation Notes
The Defense Industrial Base (DIB) Sector partnership consists of Department of Defense components, more than 100,000 Defense Industrial Base companies and their subcontractors who perform under contract to the Department of Defense, companies providing incidental materials and services to the Department of Defense, and government-owned/contractor-operated and government-owned/government-operated facilities. Defense Industrial Base companies include domestic and foreign entities, with production assets located in many countries.

The Energy Sector is divided into three interrelated segments: electricity, oil, and natural gas.

The Financial Services Sector includes: deposit, consumer credit, and payment systems products; credit and liquidity products; investment products; and risk transfer products. 

https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/defense-industrial-base-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/energy-sector

Cl Sectors — Non-CISA Managed

The Financial Services Sector includes thousands of depository institutions,
providers of investment products, insurance companies, other credit and
financing organizations, and the providers of the critical financial utilities and
services that support these functions. Department of the Treasury

The Food and Agriculture Sector is almost entirely privately owned and
composed of an estimated 1.9 million farms, over 700,000 restaurants, and
more than 220,000 registered facilities in food manufacturing, processing, and
storage. Department of Agriculture

Jana Spring & David Lee
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Presenter Notes
Presentation Notes
The Defense Industrial Base (DIB) Sector partnership consists of Department of Defense components, more than 100,000 Defense Industrial Base companies and their subcontractors who perform under contract to the Department of Defense, companies providing incidental materials and services to the Department of Defense, and government-owned/contractor-operated and government-owned/government-operated facilities. Defense Industrial Base companies include domestic and foreign entities, with production assets located in many countries.

The Energy Sector is divided into three interrelated segments: electricity, oil, and natural gas.

The Financial Services Sector includes: deposit, consumer credit, and payment systems products; credit and liquidity products; investment products; and risk transfer products. 

https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/financial-services-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/food-and-agriculture-sector

Cl Sectors — Non-CISA Managed

The Government Services and Facilities Sector includes a wide variety of
buildings, located in the United States and overseas, that are owned or leased
by federal, state, local, and tribal governments. General Services Administration

The Healthcare and Public Health Sector provides goods and services

integral to maintaining local, national, and global health security. Department of
Health and Human Services

Jana Spring & David Lee

April 17, 2025 15
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Presentation Notes
The Food and Agriculture Sector includes: Supply; Processing, Packaging, and Production; Agricultural and Food Product Storage; Agricultural and Food Product Transportation; Agricultural and Food Processing Product Distribution; Agricultural and Food Supporting Facilities; Regulatory, Oversight, and Industry Organizations; and Other Agriculture and Food.

The Government Services and Facilities Sector includes the Education Facilities and National Monuments and Icons subsectors.

The Healthcare and Public Health Sector Private Subsectors include: Direct Patient Care; Health Information Technology; Health Plans and Payers; Mass Fatality Management Services; Medical Materials; and Laboratories, Blood, and Pharmaceuticals. Government Subsectors include: Public Health, and Federal Response and Program Offices.


https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/government-services-facilities-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/healthcare-and-public-health-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/healthcare-and-public-health-sector

Cl Sectors — Non-CISA Managed

The Transportation Systems Sector quickly, safely, and securely moves
people and goods through the country and overseas. Department of Homeland
Security and Department of Transportation

The Water and Wastewater Sector ensures a reliable supply of clean drinking
water and effective wastewater treatment. Environmental Protection Agency

Jana Spring & David Lee

April 17, 2025 16
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Presentation Notes
The Transportation Systems Sector consists of seven key subsectors, or modes: Aviation, Highway and Motor Carrier, Maritime Transportation System, Mass Transit and Passenger Rail, Pipeline Systems, Freight Rail, and Postal and Shipping.

The Water and Wastewater Sector includes: Drinking Water and Wastewater.

https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/transportation-systems-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/transportation-systems-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/water-and-wastewater-sector

TLP:WHITE

CISA Mission

The Cybersecurity and Infrastructure Security Agency’s (CISA) mission is to ensure
the security and resiliency of our critical infrastructure.

Serve as the national coordinator for critical infrastructure security and
resilience, leading efforts to understand, manage and reduce cyber and physical
risk:

= Maintain public-private partnerships dedicated to sharing risk information;

= Work by, with, and through regional experts responsible for on-site
vulnerability assessments and partnering with owner/operators to mitigate risk;

= Participate in national and international level dialogues to learn more about
threats and share lessons learned.
CISA.GOV

Jana Spring & David Lee
April 17,2025 |47



Presenter Notes
Presentation Notes
 CISA Mission: We lead the national effort to understand, manage, and reduce risk to the cyber and physical infrastructure that Americans rely on every hour of every day. Our mission expands across three primary areas: cybersecurity, infrastructure security, and emergency communications.


https://www.cisa.gov/sites/default/files/publications/active-shooter-emergency-action-plan-112017-508v2.pdf

CISA

STRATEGIC PLAN

2023-2025

CYBER DEFENSE:
Spearhead the National Effort to Ensure Defense and
Resilience of Cyberspace

RISK REDUCTION & RESILIENCE:
Reduce Risks to, and Strengthen Resilience of, America’s
Critical Infrastructure

OPERATIONAL COLLABORATION:
Strengthen Whole-of-Nation Operational Collaboration
and Information Sharing

AGENCY UNIFICATION:
Unify as One CISA Through Integrated Functions,
Capabilities, and Workforce


Presenter Notes
Presentation Notes
As America’s Cyber Defense Agency and the National Coordinator for Critical Infrastructure Security and Resilience, CISA leads the national effort to understand, manage, and reduce risk to the cyber and physical infrastructure that Americans rely on every hour of every day.  
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HOW CISA IS CARRYING
OUT ITS CYBERSECURITY
MISSION:

» Catalyze Persistent
Collaboration Across
Government and the
Private Sector

Drive Prioritization and
Measure Adoption of the
Most Effective Security
Measures

Serve as the Operational

CISA’s Cybersecurity Division leads the national Lead for Federal Civilian
effort to reduce the prevalence and impact of Cybersecurity

cyber incidents by providing services, guidance, Advance a Technology
and capabilities that address immediate risks Product Ecosystem that is

and advance toward a secure cyber ecosystem. Secure by Design

Jana Spring & David Lee
April 17, 2025
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Presentation Notes
“CISA’s cybersecurity mission is to defend and secure cyberspace by coordinating the collective national cyber defense of critical infrastructure, enhancing the resilience of national critical functions against cyber risks, and helping to build a defensible technology ecosystem. 
We provide stakeholders with tools and capabilities to prevent, mitigate, and respond to cyber incidents. 
CISA executes this mission by working with the cybersecurity community and engaging in operational collaboration to actively reduce the risk of cyberattacks, with a dominant focus on defending against and minimizing the impact of attacks intended to infiltrate, exploit, disrupt, or destroy critical infrastructure and the National Critical Functions (NCFs) it enables.
CISA established the Joint Cyber Defense Collaborative (JCDC) to unify cyber defenders from organizations worldwide. This diverse team proactively gathers, analyzes, and shares actionable cyber risk information to enable synchronized, holistic cybersecurity planning, cyber defense, and response.
Fully realizing its role as the operational lead for federal civilian executive branch cybersecurity, we leverage our directive authorities to transform how agencies prioritize their cybersecurity activities and by providing increasing levels of direct support to agencies that require major improvements.  
By bringing together all levels of government, the private sector, international partners, and the public, we are taking action to protect against cybersecurity risks and strengthen the resilience of our nation’s networks.
While many preventative resources are available online, we understand during cyber incidents, swift and personalized assistance may be needed, and stakeholders are encouraged to, and should feel empowered to reach out to us at any stage if they need assistance. 

“Next Slide”
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CISA’s Infrastructure Security Division leads the
coordinated effort to reduce risks posed to our
critical infrastructure, whether from man-made

or natural causes.


Presenter Notes
Presentation Notes
CISA leads the national effort to secure critical infrastructure by managing risk and enhancing resilience through collaboration with the critical infrastructure community. 
Through its core function and programs, CISA delivers unique and timely information, expertise, services, and tools in collaboration with infrastructure security stakeholders. 
We provide access to tools and resources to support community security and resilience. These resources cover the numerous threat vectors in CISA’s portfolio, including unauthorized access to facilities, cybersecurity, election security, active shooters, bombings, and small unmanned aircraft systems (sUAS). 
Through a multitude of resources, trainings, and exercises, we support stakeholders in building security capacity to mitigate domestic violent extremism, like a bomb attack on a House of Worship, as well as and targeted violence, like an active shooter in a school.
CISA also has an exercise and training program where the agency conducts cyber and physical exercises with government, sector, and international partners to enhance security and resilience of critical infrastructure.
CISA’s School Safety Task Force works to strengthen the safety and security of our nation’s kindergarten through grade (K-12) schools. 
The task force develops and deploys resources and training specific to helping schools and districts prevent and mitigate physical security threats and risks. 
The program also manages and administers the interagency Federal School Safety Clearinghouse and its website SchoolSafety.gov, and regularly conducts outreach and engagement campaigns and activities to educate the K-12 community on school safety issues.
Lastly, the task force supports CISA’s coordination with the K-12 community by raising awareness of cyber-related risks and CISA’s resources to combat them.
Lastly, I would like to touch on chemical security. CISA Chemical Security manages the ChemLock program, a completely voluntary program that provides facilities that possess dangerous chemicals with no-cost services and tools to improve their chemical security posture in a way that works for their business model. Additionally, despite strong support from industry and overwhelming bipartisan support in both the House and Senate, Congress has allowed the statutory authority for CISA’s Chemical Facility Anti-Terrorism Standards (CFATS) regulations to expire. For more than 15 years, CISA’s CFATS program has ensured that the more than 3,200 high-risk chemical facilities located in communities across all 50 states are protecting their chemicals from cyber threats and physical exploitation by terrorists. The implementation of CFATS directly helps to protect the homeland—and the agency continues to urge Congress to act soon to re-authorize this critical program.

“Next Slide”



(0 ;

|
E H o) |
mi .1‘
TNE o\ P
e N |EEREELANEA
w HERE egEE
W ____EEIELEIHE 1
o
opooD e(p

Integrated = <=

Operations @ =

o

CISA’s Integrated Operations Division enhances the resilience
of our nation’s critical infrastructure by taking an integrated
approach to delivering services and sharing information. By
meeting our stakeholders where they are, we help critical
infrastructure owners and operators mitigate risk.

HOW CISA IS CARRYING
OUT ITS INTEGRATED
OPERATIONS MISSION:

> Provide Operational Visibility
to Understand, Manage, and
Reduce Risk to the Nation

» Offer a Unified Regional
Approach to Sharing
Information and Delivering
CISA Services



Presenter Notes
Presentation Notes
Because our nation’s critical infrastructure exists in every state, city, and territory, CISA’s Integrated Operations Division (IOD) was created to prepare, plan and manage operations nationwide. 
Here are a few ways IOD operates:
Via CISA Central, IOD provides 24x7x365 situational awareness and near-real time operational reporting. 
IOD conducts all-source intelligence analysis, oversees CISA’s Reports Officers, and partners with the Intelligence Community to ensure support across CISA’s missions.
Lastly, through Operational Planning, Readiness, and Continuity, IOD supports CISA-wide operational priorities such as Elections Security, COVID, and CENSUS 2020. This includes developing operational plans and Concepts of Operations (CONOPS) and overseeing CISA’s continuity and readiness programs.
CISA provides a national capability to deliver its services to our stakeholders and partners across state and local governments and the critical infrastructure community. Via CISA Regions, IOD delivers:
Cyber and physical vulnerability assessments
Architecture review and design subject matter expertise
Incident response support
Exercise planning and support
National Special Security Event planning and support
Chemical facility inspections and site security planning to implement Chemical Facility Anti-Terrorism Standards

“Next Slide”
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CISA Region 10 Overview

» Expertise and a history of success providing services to Unclassified
Information and Operational Technology (IT and OT) environments

* Proactive services to government and critical infrastructure clients to
assess and improve cybersecurity posture, understand risk, and
identify operational strengths and weaknesses

G

OPERATIONS
& OUTREACH

CHEMICAL
SECURITY

EMERGENCY
COMMUNICATIONS

PROTECTIVE
SECURITY

CYBERSECURITY

TLP:WHITE

Services are provided
at “no cost” to our
customers

Our “payment” is
authorization to use
anonymized, non
attributable, data to
enhance national
Situation awareness
and enable our
stakeholders to make
data driven decisions

Jana Spring & David Lee
April 17,2025 |93



CISA | CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY

RESOURCES FOR CRITICAL INFRASTRUCTURE
RESILIENCE

Jana Spring & David Lee
April 17, 2025




Protective Security Measures

Electronic Security
Access
Svctame Guards
hAﬂ'?:::sl Access
Points

Jana Spring & David Lee
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Protection and Mitigation Measures T

Protection

Utilize early warning and
mass notification systems

Utilize barrier systems to
deny access to critical areas
and create safe havens

Do you have a non-ambulatory
population that cannot
evacuate?

Multiple evacuation routes

Jana Spring & David Lee
April 17,2025 |9g




Additional Mitigation Considerations TLPWHITE

Mitigation rwnnmusf

Weapons Policy L oy <

SECURITY CAMERAS

Signage / Cameras in public lobbies

Additional Cameras

committse

ALASKA 2024 (SR iup secure

Alternate Entrances N G UIDE

This pocket reference guide contains key penal provisions
found within Titles 11 and 15 of the Alaska Statutes and Title 6 of

the Alaska Administrative Code.

- Inducing or attempting to induce an election official to
aW n O rce l I I e n fail in their duty by force, threat, or intimidation is a felony.
« Using or threatening force, violence, or infliction of
damage to compel a person to vote or refrain from
voting is a felony.

- Electioneering in or within 200 feet of a polling place
during voting hours is prohibited.

NOTICE

gov/calendar

No FI REARMS alaska‘gov/contact—informaetif\tions
ALLOWED ON m% Selibalnke gt Jana Spring & David Lee
PREMISES g April 17,2025 |7
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TLP:WHITE

Personal Security Considerations Action Guide: Critical Infrastructure Workers

@

» Enhance awareness of security postures for critical infrastructure
workers at home, at work, in public, and online.

= Equip critical infrastructure workers with information, best practices,
and tips to support their personal safety and security.
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= Audience

= Critical infrastructure workers
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e @ OVQWIQW

The Personal Security Considerations Action Guide: Critical Infrastructure
Workers helps critical infrastructure workers asses their security posture
and provide threat mitigation options.
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PHYSICAL SECURITY

Assessing and taking
proactive measures to
enhance your person, home
or work area.

SITUATIONAL
AWARENESS

Adequately assessing your
surroundings, taking
everything into account and
adjusting your behavior to
reduce the risk of injury to
you, your family or your
coworkers.

TLP:WHITE

ONLINE SECURITY

Involves the security
landscape surrounding
online spaces such as email
and social media platforms.
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Z2} PROTECTING YOUR HOME

FIREARM ATTACKS
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Additional CISA Resources

o Active Shooter Preparedness @O Pathway to Violence
9 t Products, tools, and resources to help Q Includes products and resources that provide
you prepare for, respond to, and information regarding the behavior indicators
recover from an active shooter assailants often demonstrate before a violent act
incident
cisa.qgov/topics/physical-security/active-shooter- cisa.gov/resources-tools/resources/pathway-violence
preparedness
Q CISA Protective Security Advisors -" Enhancing Security of Public Gatherings
° o . o & | | .
@ @ Security experts who provide on-site Provides a compendium of resources for securing
vulnerability assessments, can help public gatherings to help organizations mitigate
with security plans and local resources potential risks in today’s dynamic and rapidly
evolving threat environment
cisa.gov/resources-tools/programs/protective-security-advisor-psa- cisa.gov/topics/physical-security/securing-public-
program gatherings

Jana Spring & David Lee
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https://www.cisa.gov/topics/physical-security/securing-public-gatherings
https://www.cisa.gov/topics/physical-security/securing-public-gatherings
https://www.cisa.gov/topics/physical-security/active-shooter-preparedness
https://www.cisa.gov/topics/physical-security/active-shooter-preparedness
https://www.cisa.gov/resources-tools/programs/protective-security-advisor-psa-program
https://www.cisa.gov/resources-tools/programs/protective-security-advisor-psa-program
https://www.cisa.gov/resources-tools/resources/pathway-violence

www.CISA.gov/Emergency-Services-Sector

EmergencyServicesSector@mail.cisa.dhs.qgov

Jana Spring & David Lee

April 17, 2025 34



http://www.cisa.gov/Emergency-Services-Sector
mailto:EmergencyServicesSector@mail.cisa.dhs.gov

For more information:
cisa.gov

Questions?
For more information:

WWW.cisa.gov
www.dhs.gov/cp3

David Lee
Industrial Security Specialist
Cybersecurity and Infrastructure Security Agency

Stakeholder Engagement Division
Cell: 202-779-2384| Email: David.Lee@mail.cisa.dhs.gov

Jana Spring

Protective Security Advisor, Region 10 (Western WA)
Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Cell: 360 259 3455 | Email: jana.spring(@cisa.dhs.gov

Subscribe today to
receive new information on
Active Assailant Security


http://www.cisa.gov/
http://www.dhs.gov/cp3
mailto:David.Lee@mail.cisa.dhs.gov
mailto:jana.spring@cisa.dhs.gov




	Slide Number 1
	UNITED EFFORTS�CISA AND CRITICAL INFRASTRUCTURE
	Slide Number 3
	Sector Risk Management Agencies
	Critical Infrastructure
	CI Sectors – CISA Managed
	CI Sectors – CISA Managed
	CI Sectors – CISA Managed
	CI Sectors – CISA Managed
	Emergency Services Subsectors
	Emergency Services Subsectors
	Emergency Services Subsectors
	CI Sectors – Non-CISA Managed
	CI Sectors – Non-CISA Managed
	CI Sectors – Non-CISA Managed
	CI Sectors – Non-CISA Managed
	CISA Mission
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	  CISA Region 10 Overview
	Resources for Critical Infrastructure Resilience���
	Protective Security Measures
	Protection and Mitigation Measures
	Additional Mitigation Considerations
	Goals
	SITUATIONAL AWARENESS
	Physical	Security
	Slide Number 31
	Online
Security
	Additional CISA Resources
	Contact Info
	For more information:
cisa.gov
	End Slide

